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Abstract 
 
The information age we live in is still growing and so does the standard of IT ethical 
behavior of individuals and/or organizations that may lead to either the success of the 
business or its complete failure and bankruptcy. IT ethics as part of business ethics are 
taught to individuals in universities and institutions. However, when it comes to practice 
the ethical standards, we would notice that either those standards are ignored or not 
emphasized well during educational period. The effect of such ill-behavior is great on the 
company’s reputation and hence its profitability. This paper studies the differences 
between the theoretical attitude and the actual common practice by individuals in 
Lebanon. The sample size of this study was 116 taken from LAU postgraduate students 
whom are also either managers or employees in their respective fields. It was revealed 
from this study that some issues in IT ethics were not well respected which may lead to a 
potential threat to the company’s reputation and hence profitability. The IT flaws 
discovered from the sample were not really intentional but due to some cultural and 
managerial habits adopted in Lebanon. 
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CHAPTER ONE 
INTRODUCTION 
 
1.1 Background of the Study 
  
We are truly in the age of the Information Systems. It is anticipated that 
Information Technological development will continue to grow and expand. Another 
parallel growing phenomenon is business ethics. This latter started filling the pages of 
journals while scandals are infecting corporations leading to their bankruptcy. 
Information Systems and Ethics are two big issues nowadays either building or tearing 
down business corporations. 
 In fact Information Systems are challenging all the norms of the past. IT is 
leading the way for emerging new applications of ethics where technology is involved. 
The result will be Ethical Issues in Information Systems.  
 
1.2 Statement of the Problem 
  
The fast growth of the IT is undermining the development of its ethical 
applications. The world is still not ready to absorb all the new challenges. Academic 
Institutions are struggling to connect IT ethics courses to real day to day cases. A major 
part of ethical trainings/courses is still theoretical. There are little researches made, 
especially in Lebanon, to identify emerging leader’s struggles with ethical issues in real 
life cases. If we continue in this ignorance, organizations will bare negative effects on its 
bottom line and financial profit. In fact, unethical employees, called insiders, pose one of 
the major perils and threats on the security of organizations, therefore the security of the 
existence, health and profitability of the organizations. Here comes the importance of this 
study, to try to bridge the gap, to pinpoint where the problem lies and give some 
solutions. 
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1.3 Objectives of the Study 
 
1. To identify the theoretical attitude of emerging business leaders (what they say) 
toward the positive effect of morality on bottom-line. 
2. To identify the extent to which respondents’ practical attitude (in real life cases) 
will match their theoretical stand. 
3. To determine which practical areas are the respondents the most inclined to 
compromise in. 
 
1.4 Hypotheses of the Study 
 
Research Hypothesis: “there is no significant incompatibility between theoretical 
attitude and practical decisions in cases pertaining IT ethics among emerging leaders”,  
 
Alternative Hypothesis: “there is significant incompatibility between theoretical 
attitude and practical decisions in cases pertaining IT ethics among emerging leaders”.  
 
 
1.5 Significance of the Study 
 
This study would help universities to bridge the gap between theoretical study of 
ethics and actual implementation and practice by graduate individuals and to recognize 
the direction toward which the efforts should be poured in. This includes which major 
courses, lessons and real-life down to earth applications should be the emphasis in IT 
ethics curriculum (if such curriculum exists in the first place) and what are the financial 
benefits from teaching and requiring high IT ethical standards. 
A good academic study has direct implications on the business market and for-
profit organizations in Lebanon. The latter may benefit from this study, in regard to 
identifying emerging leaders’ weakest points considering IT real life cases and day-to-
day ethical decisions. 
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1.6 Limitations of the Study 
 
This study like other research projects has some limitations. Some issues in the 
scope of the study are not covered in order to simplify and focus the research. Some 
specific limitations are:  
 The study takes emerging leaders (masters’ students) rather than leaders in the 
business field. The survey was conducted among Masters students due to lack of 
time.  
 Another limitation is that the statistical sample is taken from students of one 
major university (LAU) rather than taking students from across universities of 
Lebanon. This was also due to lack of time. However, the multicultural nature of 
LAU, holding students from several different religious, ethnic and cultural 
backgrounds does redeem to some extent this specific limitation. 
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CHAPTER TWO 
LITERATURE REVIEW 
 
2.1  Introduction: 
 In 1988, Robert Morris, looses a worm that raids Arpanet computers (the 
early creators of internet) .The small program, reproducing itself, 
paralyzed 6000 computers on the network by flooding their memory 
banks. He was penalized by 10,000$ with 3 years probation. (Krebs)[9]. 
 In 2000, Yahoo, eBay, Amazon, Datek and dozens of high profile 
websites, were disabled for several hours, by distributed denial of service 
(DDOS) attacks. 
 In 2003, a fast spreading worm called "Slammer" contaminates hundreds 
of thousands of computers. Thus airline flights were delayed and cash 
machines blocked. 
Welcome to the world of IT (non-)ethical behaviors! The above samples only touch the 
surface of unethical behaviors. In a world when IT protection is no longer an option, and 
when the morality of people hits the lowest in any generation, it is very important to do 
some research on IT ethics, and provide a comprehensive counter-attack plan strategy to 
reduce the tide of immorality, not just for legal and moral aspects but also for the 
financial profitability aspects of our companies. 
If you think it sounds-like religion, think again. The research (other than a brief mention 
of holy texts) is completely based on business-mind. Puzzled with the notion of business 
embracing ethics?! Keep reading and have a satisfying answer. But first we need to 
define some of our terms. 
 
 
 
2.2  What is ethics? 
Ethics is morality: the value system that separates right from wrong. Knowing 
what is right conduct, differentiating it from a bad one and choosing the former as an 
action, is considered ethical behavior.  
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It is easy to find a pool of cultural standards considered throughout time and space 
as moral absolutes. Virtually every culture and community has considered harming the 
environment, lying, cheating, stealing, adultery, and child pornography as intolerable 
behaviors, thus unethical ones.  
 Here lies the problem mainly called “ethical dilemma”. Sometimes someone 
needs to choose between two “right” behaviors. It is easy to throw the notion “the higher 
moral” or “the lesser evil” but in real life situations it is less simple than theories and 
harder to choose the right behavior. For example what if under a Nazi-like government, 
you are questioned by an officer to reveal the place of your friend-refugee belonging to 
an ethnic group which is facing ethnic cleansing. Lying is bad, but also being a traitor to 
your friend is shameful. Or in other words, telling the truth is the moral requirement, but 
protecting a friend from an atrocity is also a moral requirement and these are mutually 
exclusive. Choosing the first will break the second, and vice versa is true. The problem 
worsens if the government is threatening to harm your family and children if they “smell” 
non-cooperation from your part. What can you do? Now we added to the lying part, the 
weight of familial emotional ties. It is not easy to answer such questions, far from 
desiring to be in such one.  
Here some says morality is relative (called situational morality), but is it true that 
there is no absolute right and wrong ?Contrary to the popular opinion, situational 
morality isn’t true to itself .In fact “the end justifies the means” (the logic behind 
situational morality) is the platform behind the evils of IT insiders’ threat, more on this 
later). For now, what we are to do in moral dilemmas? Is it an option to choose the lesser 
evil? Here comes, according to the major religions, Creator’s promise not to test His 
creatures with such dilemmas, especially the considered faithful ones, beyond their 
capability. Even if, in His wisdom, He allows it to happen, He will provide them with the 
needed strength to endure in whatsoever situation (including death?!), and to come out 
from it (whether living or dead) without any moral compromise (See 1 Corinthians 10:13; 
and/or Surah 2:245). If “God called you, He will provide you” explains the notion of God 
“calling” you (allowing you) to be in a situation (facing moral compromise) but 
providing you a way out or grace/strength to obey Him till the end (to come out without 
compromising ethics). It is not complex to understand the logic behind this promise. If, 
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religions could think, someone in some situations cannot help himself but sin, then no 
absolutes exist and no platform is built to reform the community and rid of social evils. In 
other words, the wrong (although some rare times understandable) is never justified, you 
need to pinpoint it whenever it is found. This can be a good start to find IT ethical 
solutions. The popular notion “accepting the wrong is half the solution” still rings true. 
 
Therefore Ethical Issues are important and they give us an unshakable foundation 
to choose right from wrong on its basis. This is applicable in all sectors of industries as 
well as day-to-day lifestyle. IT industry is of no exception where dilemma may occur to 
choose the right behavior from wrong, as we will see in the next chapters. But let us see if 
ethics is different than law. 
 
 
2.3  Law and Ethics: 
Law and ethics overlap, nonetheless both consist of separate elements. Although 
sometimes ethics and law converge, other times we see them diverge. For a better 
understanding, the points are explained by giving examples where the situation is both: 
 Ethical and legal: Firing an individual who fails to follow certain contractual 
obligations. Failing to accomplish job requirements invites legal action which 
is just and right, therefore ethically approvable. 
 Ethical but not legal: copying copyrighted software to use only as a backup, 
even when the copyright agreement specifically prohibits copying for that 
purpose. Although violating copyright is illegal, to do it once for backup 
purposes seems ethical in the organization, although still theoretically illegal. 
 Not Ethical but Legal: Using an unlicensed copy of software in a foreign 
country that has no software copyright laws. Here the person is not violating 
the law, which doesn’t exist in the first place to be violated, but still the usage 
of such material is unethical. The user could have easily used original copies 
bought from developed countries. 
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 Not ethical and not legal: planting viruses in someone else’s computer 
system. This clearly invites the attention of the legal system, and it is 
obviously unethical since it seeks to pose harm on others. 
Now that we see the difference between law and ethics, we continue our journey 
by defining some terms, to see if ethics have only ties with religion, or it has to 
something to do with the profitability of businesses. 
 
2.4  What is business ethics? 
Ethics have a say in every area of our lives. Ethics speak prophetically in the field 
of arts, media, familial and social relationships, in medicine, in government and yes even 
in business. Therefore we have business ethics which is ethics applied to the business 
world. Choosing right from wrong in business transactions is a true challenge for an 
average employer/employee, or sole businessmen. The prominent speaker and author on 
IT ethics, Stephen Northcutt, (Northcutt)[17], wrote a popular book on IT ethics, 
identifying that organizations have a strong sense of right and wrong, “This is not to say 
they will not do wrong, but that they know they are doing wrong”. From here we jump 
why we should have good business ethics. 
 
2.5  Reasons to develop good business ethics: 
Organizations are finding ways to promote an ethical work environment by 
encouraging employees to act ethically when making business decisions and by 
supporting those when they do so. Some reasons behind this new interest are disclosed if 
we understand that ethics help: 
 Create an organization that operates consistently. 
 Protect the organization and its employees from legal actions 
 Avoid unfavorable publicity 
 Gain the goodwill of the community 
 And most importantly secure growing profits instead of receiving losses 
 
These steps are chronologically linked to each other, that is to say a point is 
affected by its previous step. Notice how the steps begins with consistency (ethics) the 
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first flesh above, then unfolds naturally till it reaches the bottom line (financial profit) the 
last flesh above. This makes it obvious the relationship of ethics to financial profit. Let us 
take them one by one: 
2.5.1  Ethics help create an organization that operates consistently: the organization 
operating in ethical environment will have a high level of consistency. That is to say what 
they do with numbers and operations in secret is the same ones revealed to the public and 
in their accounting books. If there inconsistency somewhere, sooner or later it will be 
revealed and rightly invite legal actions against the company (Enron's inconsistency was 
disclosed by some of its own employee when he used an action in business called 
whistles blowing). For example take a company which publically recognizes the privacy 
laws but then secretly sells e-mails of clients in the black market for financial gains. This 
is a typical case of inconsistency leading to the collapse of the second point. 
2.5.2  Ethics help protect the organization and its employees from legal actions: 
Whenever inconsistency is disclosed (no matter how) some undesired legal action is 
invited, leading to the third step mainly bad publicity. Once the discrepancies are 
revealed there is no U-turn. This will have snowball effect. This is why there is no 
alternative to being consistent and behaving morally. 
2.5.3  Ethics help avoid unfavorable publicity: bad publicity is inevitable after 
lawsuits by discontented customers. Negative publicity can arise from word of mouth and 
the media (which happily nurtures on juicy stories). 
2.5.4 Ethics help gain the goodwill of the community: Once the bad publicity is 
launched, the trust of the community toward this company is broken. Accepting or not, 
community's majority know right from wrong and they will punish (by aversion) the 
institutions not abiding by the law. The moral conscience of the community is linked to 
its profits (i.e. immoral actions of companies affect negatively the gain of the community, 
like abusing the environment). That is not to say the community doesn't commit moral 
evils, or it is highly moral, nonetheless they are ready to protect their interests by 
punishing wrong behaviors. This is why companies should do their best, especially in 
competitive environments, to gain the goodwill of their communities. Why? because it 
affects the bottom line, the very existence of that company. 
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2.5.5 And most importantly ethics help secure growing profits instead of receiving 
losses: 
This point, like all others seen above, is built up on its previous one. If you have 
earned the trust of the community you will probably have a good potential to growth. But 
if that trust is broken, you will suffer financially, maybe even leading to bankruptcy. As 
an author puts it “The purpose of ethics in information security is not just philosophically 
important; it can mean the survival of a business or an industry.”(Northcutt) [17]  
 
Now we can see the connection of the first point to the last, mainly creating an 
organization that operates consistently (ethically) will secure growing profits instead of 
receiving losses (substantial bottom-line). Here we saw the impossible fellowship 
between ethics and business kissing each other. This is why major international 
companies have their own code of ethics. They know what Northcutt radically 
summarizes: “a strong ethical environment is part of the formula for corporate success; 
ethics is business smarts” (Northcutt) [17]. 
 
2.6 Code of Ethics: The need of 
Sooner or later, ethics would have found its way on the paper in companies' files, 
bulletin boards, websites and training sessions. These are named code of ethics, trying to 
summarize company’s desired culture. Information Technology departments were of no 
exempts. Kallman and Grillo [7] explain the primary steps to cultivate an ethical 
computing environment are constructing rules of conduct and code of ethics. "Informed 
consent”, they say, "should be the appropriate principle directing computer use in any 
company. The users should be informed of the rules, and by agreeing to use the system on 
that basis, consent to abide by the rules." 
Informed consensus is the mechanism how code of conducts are implemented and 
abided.  Informed: so that everybody will know the rules. You cannot blame an employee 
for a wrong behavior if you don't explain to him right and wrong from day one.  
Consensus: The prospective employees are later invited to express consent to abide by 
these rules. That is to say companies invite the commitment of its workforce by the 
norms that govern the company.  
   
 20 
Therefore businesses have code of ethics. In a world where IT has become the 
axis (not the margin) of business transactions and with the new ethical scenarios IT 
provides it was indispensable to provide code of ethics specific for IT. But first what is 
IT? 
 
2.7 What is Information Technology? 
Information Technology, as defined in the encyclopedia of Information Technology is “ a 
device (s) that employ a computer to transmit, display, manipulate, analyze, store or use 
information as part of a communication or decision making process” [5]. IT can include 
hardware, software, networks and workstations of all types, robots and smart chips. 
Information Technology and information systems (IT and IS respectively) are 
synonymous.  
Virtually all successful companies are IT dependant. Truly this is the Information Age, 
and I will add, this is the Information Technology Age, where instead of dinosaurs, 
computers and network systems are “roaming” the earth.  But these systems have a kind 
of threat peculiar to themselves: The threat of degraded ethical value system invading IT 
departments. The question in this case raises itself: Would regular business ethics govern 
an IT department? Do the IT departments need restructuring and some contextualization 
of these codes? 
 
2.8 IT ethics and regular ethics: 
As it the case of every tool, IT is a tool, a tool of productivity and connectivity. Like 
any tool, IT is neutral by itself. This can relax us a little bit, lightening up the tension that 
IT is not evil by itself. This relaxation can be interrupted when we remind ourselves that 
a tool can be effectively used for bad purposes too. In fact every neutral thing can be used 
either for the common good or the other way around. Code of ethics openly invited to 
govern IT departments (and the use of computers in general). The question remains, did 
IT created new ethics or redefined the usage thereof? In other words, is there any 
difference between IT ethics and a regular one.  
According to Kallman [7] “Most experts agree that there is actually no special 
category of computer ethics; rather there are ethical situations in which computers are 
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involved”. On the other hand Walter Maner, in his paper “Unique Ethical Problems in 
Information Technology” explains  
 “Certain ethical issues are so transformed by the use of computers that they 
deserve to be studied on their own, in their radically altered form”. And the 
involvement of computers in human conduct can create entirely new ethical 
issues, unique to computing, that do not surface in other areas”.(Maner) [14] 
If the latter is true, it means, in the information age, the last 3 decades we were 
faced ethical challenges not seen nor observed in past millenniums. We were unprepared, 
yes, but since IT age is only at its beginning, it is a wake up call for the society to prepare 
itself for a merciless ethical clashes in the decades ahead. What seems to increase the 
problem, Kallman includes, is that computers permit to give in to unethical behaviors 
quicker and to carry out actions that are unachievable using ordinary means 
(Kallman)[7].To illustrate the case we can give the example of stealing. Physical thefts 
are harder than computer-based thefts. The first requires putting oneself in physical 
danger of being shot by the police, needs gangster cooperation strategies, team efforts, 
dealing with guns and the actual theft can take a couple of hours. But a computer based 
theft is achievable by a single tech-savvy person, in the comfort of his room, without 
physical dangers, nor team work headaches, and usually the main action is done in a 
couple of minutes. Halawi and Karkoulian [4] agree that IT created the ease and 
anonymity of information communication and manipulation, a basis for the proliferation 
of computer crimes.  
Did IT intensify unethical threats on businesses, it seems so. Loch, Carr & 
Warkentin [11] state that “many organizations have become so dependent on computer-
based and telecommunications-intensive information systems that disruptions [internal or 
external] of either may cause outcomes ranging from in-convenience to catastrophe”. 
 
We cannot solve these problems unless we understand how they work. Therefore here are 
some types of malicious softwares (or malwares) defined.  
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2.9 Malicious Software Types (malwares): 
This list is not an exhaustive one, but it can give a general robust grasp of major 
malwares and types of attacks: 
Computer virus: the first time "computer virus" term was created was in 1983, to depict 
a computer program that can "affect other computer programs by modifying them in such 
a way as to include… a copy of itself" (Krebs) [9]. "The Brain", arguably the first PC 
virus created, was launched by programmers in Pakistan in 1986 [9]. Viruses are passed 
on by user initiative, ex: by opening an email attachment. 
Worm: Self proliferating program (without user initiative) surfing internet connection 
network to find vulnerabilities on computers and install copies of itself. Hackers try to 
find computers infected by worms which are easier targets. It can serve as a medium 
facilitating future attacks.  
DDOS: stands for distributed denial of service attacks, which prevent computer resources 
being available to intended users, by flooding for example web servers with more data 
than they can process, thus forcing websites offline.(parliamentary office)[18] 
Trojans are malware masquerading as something the user may want to download or 
install, that may then allow a remote user to access and control the computer. For 
example, remotely pop-up the CD tray of the infected computer or reversing the functions 
of mouse buttons, or even read, alter, and copy the person's files without his or her 
knowledge. 
A Logic Bomb: is a hidden program in the target computer and set to trigger to destroy 
data at a future predetermined date and time. This is a much used technique of 
disgruntled employees after being fired. They just get the revenge from employees, 
sometimes without being noticed. 
Spyware: is a program that records typed data from the infected computer, then forwards 
the data back to the attacker, used in stealing passwords and credit card details. 
Phishing: Data theft by phishing is the notion when a hacker tries to lure naïve users to 
enter confidential data such as passwords and user credentials on spurious interfaces in 
order to steal data and money from them. To do this they use social engineering methods, 
like spoofed e-mails and Web sites, these are called "phishing and pharming exploits 
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which are now among the top security concerns of the financial companies according to 
the Deloitte survey"(Vidjayan) [30]. 
Botnets (or Zombies): are network computers taken hostages by malwares, and remotely 
controlled, used usually to send spam e-mails and distributed denial of service attacks. 
 
2.10 A “Peopleware” problem 
As we saw above and as we will continue to see, the problem isn’t in the 
technology itself. The problem is in the people who use that technology. Therefore, we 
don’t have a malware problem but we have a peopleware problem (Shaw, Ruby & Post, 
1998). Since the people are behind the creation and attack of the same systems, it is 
crucial to analyze the psychology of information systems criminals, in order to safeguard 
those systems (Shaw) [23]. It is true that we cannot solve humans' problems by 
technological solutions. The latter can only postpone a real problem by software, only to 
discover a new generation of hackers cracking that software too with their malwares. In 
fact this is why antivirus systems are updated on regular basis! Technology cannot solve 
the problem. The solution mainly lies in managerial/ethical reformation our society (and 
our companies) need. Technology only defends the castle while continuous and updated 
attacks are launched against it. Managerial strategies are in the counter attack part.  
Although we will mention several technological solutions for malwares, we will stress 
managerial solutions for peopleware. 
In face of this huge problem created by IT, IT professional community (and the 
community at large) rushed to create norms to give order and moral structure to the 
chaotic situation. One primary and essential tool was creating a robust body of 
guidelines, norms, measures and rules regulating the outside professional community. 
One of the major outcomes was The Ten Commandments of Computer Ethics. 
 
2.11 The Ten Commandments of Computer Ethics (Ramon) [19] 
The creation of IT ethical commandments witnessed several attempts, but due to 
the absence of a centralized and authoritative body governing IT world, it proliferated 
independently. So we have now different lists of commandments, each one self-
proclaimed as exhaustive. Many IT groups in several places united themselves to put 
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their understanding of IT ethics on paper. One was created by Computer Ethics Institute 
and named “the Ten commandments of Computer Ethics” as an analogy of the Ten 
Commandments of the Bible.  Several other lists are created too by different institutes 
(see appendix 2) but we will take only the most popular, for proper analysis. The 10 
commandments of computer ethics are: 
1. Thou shalt not use a computer to harm other people. 
2. Thou shalt not interfere with other people's computer work. 
3. Thou shalt not snoop around in other people's computer files. 
4. Thou shalt not use a computer to steal. 
5. Thou shalt not use a computer to bear false witness. 
6. Thou shalt not copy or use proprietary software for which you have not paid. 
7. Thou shalt not use other people's computer resources without authorization or 
proper compensation. 
8. Thou shalt not appropriate other people's intellectual output. 
9. Thou shalt think about the social consequences of the program you are writing 
or the system you are designing. 
10. Thou shalt always use a computer in ways that ensure consideration and respect 
for your fellow humans. 
We are quick to mention that there are two major limitations of the ten commandments 
(and the other codes too): 
First, as mentioned earlier, is the absence of a unified international committee dealing 
with an all-inclusive and exhaustive IT code of ethics. 
The second drawback which is related to the first is the absence of international 
governmental adoption of that (non-existent) constitutionalized code of IT ethics, and 
subsequently the absence of a worldwide accountability and governmental jurisdictions 
according to that constitution. Of course, governments' absence to force such codes on IT 
communities is partially due to the non-centralized nature of IT and interrelatedness of 
networks (governments cannot control every computer and network worldwide and 
anyone with a computer and internet in Pakistan, for example, can launch a virus 
affecting millions of computers in the US). 
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Nonetheless, despite of its difficulty, it is not impossible to build an international body of 
law and enforcement to govern IT renegades.  In the wait of a governmental 
accountability enforcement and control, these commandments (and other norms) will 
largely remain in the category of advices rather than taken as laws to be obeyed. 
 
We will take each commandment aside, and look at what specific dangers it 
tackles, what probable types of malware and wrong behaviors it prohibits and what are 
some technical and managerial solutions we can provide to reinforce that commandment. 
Only the dangers are mentioned here but you can refer to page 12 for the definition of 
each one. Some of the solutions are overlapping, as the dangers are. So we'll focus on 
some of the important danger solutions in each commandment, but the concise summary 
of all are put together in the table, below this analysis: 
  
a) Thou shalt not use a computer to harm other people:  
i. Dangers coming from: viruses, worms, e-mail spam, spywares, 
trojan horses, logic bombs. These are breaches leading to the 
40% interruption of critical business systems1.[15] 
ii. Technical preventive actions: antivirus antispyware softwares, 
firewalls. 
iii. Managerial preventive actions:  (especially against worms) 
monitoring how much scans the computers on the network are 
sending. If it is too much, a sign of infection, administrators 
should take it offline and inspecting it for viruses:  
b) Thou shalt not interfere with other people's computer work.  
i. Dangers coming from: Adware, email spam, logic bombs, 
unauthorized access and manipulations. 38% of breaches 
resulting in data corruption or loss. 
                                                 
1 all numbers, unless otherwise mentioned, are from the  survey  commissioned by Mazu Networks Inc. 
[16] 
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ii. Technical preventive actions: Tripwire’s Remedy or HP’s 
OpenView Service Desk that tracks the changes process and 
compares it to authorized changes. 
iii. Managerial preventive actions: compare changes found with 
authorized changes. Systematic assessment, monitoring and 
control. 
c) Thou shalt not snoop around in other people's computer files.  
i. Dangers coming from: Spywares, trojan horses, phishing and 
pharming spoofed emails and websites.  
ii. Technical preventive actions: blocking email phishes, and 
web-filtering pharming websites. 
iii. Managerial preventive actions: awareness campaigns. 
d) Thou shalt not use a computer to steal.  
i. Dangers coming from: phishing and pharming spoofed 
websites stealing ID credentials and passwords, spywares, trojan 
horses, computer crimes and thefts. 
ii. Technical preventive actions: Antivirus antispyware softwares, 
firewalls. 
iii. Managerial preventive actions: awareness campaigns, making 
cybercups security service effective. 
e) Thou shalt not use a computer to bear false witness.  
i. Dangers coming from: phishing and pharming spoofed e-mails, 
harmful viruses (and others) in a sheep’s clothing.  
ii. Technical preventive actions: Blocking filtering, antivirus 
iii. Managerial preventive actions: Awareness campaign on 
“socially engineered” websites. 
f) Thou shalt not copy or use proprietary software for which you have 
not paid.  
i. Dangers coming from: Breaking copyright laws, cracking, 
hacking. 17% of the breaches leading to intellectual property 
theft.  
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ii. Technical preventive actions: Copyright protection schemes 
for softwares, encryption, watermarking. 
iii. Managerial preventive actions: Investigating & penalizing 
copyright breaches. 
g) Thou shalt not use other people's computer resources without 
authorization or proper compensation.  
i. Dangers coming from: Botnets sending ddos and spam, plus 
every breaches, and unauthorized black and gray hackings, 80% 
of attacks were gray hats another name of insiders) 
(Verton,2001) [28]. 
ii. Technical preventive actions: anti-spam softwares (ex. 
Ironport’s S-series Web security appliance).  
iii. Managerial preventive actions: blocking all unused ports in 
your IP and blocking IRC preventing zombies from calling 
home even if infected. 
h) Thou shalt not appropriate other people's intellectual output.  
i. Dangers coming from: Breaking copyright laws, plagiarism, 
copying/pasting program codes. (17% same as commandment 
6). 
ii. Technical preventive actions: Copyright protection schemes 
for softwares, encryption, watermarking. 
iii. Managerial preventive actions: Investigating & penalizing 
copyright breaches. 
i) Thou shalt think about the social consequences of the program you 
are writing or the system you are designing.  
i. Dangers coming from: All types of malware programs. $20-40 
billion damage by the only top 10 destructive viruses in history 
(anonymous)[2]. 
ii. Technical preventive actions: All of the above technical 
solutions. 
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iii. Managerial preventive actions: All of the above managerial 
solutions. 
j) Thou shalt always use a computer in ways that ensure 
consideration and respect for your fellow humans. 
i.  Dangers coming from: All types of malware programs. 
ii. Technical preventive actions: All of the above technical 
solutions. 
iii. Managerial preventive actions: All of the above managerial 
solutions. 
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2.12 Summarizing Table: 
 
Commandment Malware 
 
Technical 
protection 
Managerial 
protection  
Statistics (% 
or damage) 
 
1)Thou shalt not use a 
computer to harm other 
people 
virus, worms, e-
mail spam, 
spyware, trojan 
horses, logic 
bombs 
Antivirus 
antispyware 
softwares, firewalls 
Education, 
Training. 
Monitoring the 
number of scans 
40% of all 
breaches 
interrupting 
critical 
systems 
2) Thou shalt not 
interfere with other 
people's computer 
work. 
adware, e-mail 
spam, logic 
bombs 
Tripwire’s Remedy 
software 
Comparing all 
changes with the 
authorized ones 
38% of all 
breaches 
resulting in 
data loss 
3) Thou shalt not snoop 
around in other people's 
computer files 
spyware, trojan 
horse, phishing 
pharming 
emails/websites 
blocking email 
phishes, and web-
filtering pharming 
websites 
Awareness 
campaign on 
“socially 
engineered” 
websites and e-
mails  
 
 
4) Thou shalt not use a 
computer to steal. 
phishing and 
pharming spoofed 
websites stealing 
passwords, 
spyware, trojan  
Antivirus 
antispyware 
softwares, firewalls 
making cybercups 
security service  
effective 
$67 billion 
damage per 
year from 
computer 
crimes 
5) Thou shalt not use a 
computer to bear false 
witness. 
phishing and 
pharming, Trojan 
horses 
Blocking filtering, 
antivirus 
Awareness 
campaign on 
“socially 
engineered” 
websites 
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6) Thou shalt not copy 
or use proprietary 
software for which you 
have not paid. 
breaking 
copyright laws, 
cracking, hacking 
Copyright 
protection schemes 
for softwares, 
encryption, 
watermarking 
Investigating & 
penalizing 
copyright breaches 
17% of all 
breaches 
resulting in 
copyright 
theft 
 
7) Thou shalt not use 
other people's computer 
resources without 
authorization or proper 
compensation. 
 
Botnets (zombies) 
or hostage 
computers. 
 
Ironport’s anti-
spam softwares 
 
Blocking IRC, and 
all unused ports. 
 
 
 
8)Thou shalt not 
appropriate other 
people's intellectual 
output 
 
Breaking 
copyright laws, 
cracking 
Copyright 
protection schemes 
for softwares, 
encryption, 
watermarking 
Investigating & 
penalizing 
copyright breaches 
17% of all 
breaches 
resulting in 
copyright 
theft 
9)Thou shalt think 
about the social 
consequences of the 
program you are 
writing or the system 
you are designing 
All types of  
malware 
programs 
All of the above 
technical solutions 
All of the above 
managerial 
solutions 
$20-40 billion 
damage by the 
only top 10 
destructive 
viruses in 
history 
10) Thou shalt always 
use a computer in ways 
that ensure 
consideration and 
respect for your fellow 
humans. 
All types of  
malware 
programs 
All of the above 
technical solutions 
All of the above 
managerial 
solutions 
$20-40 billion 
damage by the 
only top 10 
destructive 
viruses in 
history 
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2.13 Threats on IT 
IT can present a rich soil, inviting threats (unethical behaviors and harms), form 
hackers from without and within IT walls .Therefore studying IT ethics and the sources 
of threats is important because it affects (either positively or negatively) the financial 
profits of the organizations. 
 
2.13.1 External Threats on IT 
Many forms of malicious IT programs such as viruses, worms, e-mail spam, spyware, 
adware and Trojan horses can affect personal computers and enterprise IT infrastructure, 
causing large-scale productivity and financial losses. Therefore it is crucial to know how 
the external attacks are launched by whom and their strategies thereof. We will see 
computer crime with its two categories, and a listing of different kinds of hackers. 
 
2.13.1.1 Computer crime 
Cybercrime (or computer crime) is defined as "crimes committed on the internet 
using the computer as either a tool or a targeted victim": (Aghatise) [1] 
Computer as a tool: These consist of crimes existing also offline (like theft and 
scam).They are targeted to people. The same criminal has simply been given instruments 
(the computer, internet…) that make his/her job wider, easier, faster, less costly, less 
risky and harder to trace. 
Computer as a target: These are the crimes targeting not people, but computer systems. 
The aim is to disable, alter, erase or completely demolish information systems, for a 
certain cause, revenge, financial gain or simply for entertainment. These crimes need 
higher level of computer expertise. 
It is crucial to us to know the different types of hackers, or in other words the 
different hats hackers use. 
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2.13.1.2 Black White and Grey Hat Hackers: 
A popular categorization of hackers is known as the black hat, white hat or grey hat 
hackers: 
i) Black hackers: 
 Simply put, Black Hackers (or black hats) are the high tech people, the "bad guys" the 
security breachers who intend harm to companies. They are the ones who specialize in 
unofficial infiltration and security breaches. The harm could be alteration and/or erasing 
of data, distributing computer viruses, worms and cracking copyright constraints. It is a 
real typical hacker which is defined according to Kallman as the people who break into 
computers to plant viruses, read files, steal data or alter programs.(Kallman) [7]. 
ii) White hackers: 
White hackers (White Hats) also known as ethical hackers or white knights are the 
security specialists, the "good guys" whose expertise is in penetration testing to guarantee 
that an organization's information systems are safe and invulnerable. They are the 
"security breachers" who intend to protect the companies. There are many certification 
programs such as CNSS 4011 training the next generation of the heroes, the white hats. 
These are the people working in your IT department and insuring IT networks are safe 
and secure. They write programs as the black hats, but their motivation differs. These are 
for testing, not to break/steal/alter but they do it to find vulnerabilities in the IT and 
fortify the weak points. 
iii) Grey hackers: 
The gray hackers (Grey Hats) are the ones who are in the middle road of white and black 
hackers. Or as popularly known as white hats by day and black hats by night (Verton 
2003)[29].According to Wikipedia "the grey hat hacker may penetrate a computer system 
without authorization [therefore illegally]…However, the hacker may simply patch the 
security hole …without damaging the system" (wiki) [32]. Therefore their penetration 
characterizes by benignity rather than malignity, even if it was sometimes illegal 
breaches. But of course, no one can negate that grey hats still has the potential (and/or 
intention) to sell the vulnerability flows to black or white hats. This phenomenon is 
growing in Europe. (Verton 2003)[29] 
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Maybe a good summary of all the three hats can be compiled if we take into 
consideration each hat hacking ethics: White hat's hacking ethics will dictate them to 
attack systems only when authorized by the owner. Grey hat's ethics allow them to 
unauthorized exploration of flows then maybe notifying owner of system of its 
vulnerability.  Black hat's hacking ethics (or the lack of) induce them to hack systems for 
own gain or for malicious reasons. 
 
2.13.1.3 Solutions to external threats on IT: 
 
a) Technological Solutions: 
There are many technological solutions from outside attacks. We will look briefly at two 
of them. To make an extensive analysis of such solutions are beyond the limits of this 
study. Since we are focusing on the malicious insider (and not outsiders), we will make a 
brief survey overview on the protection from outsiders mainly firewalls and software 
solutions, which, if correctly installed, will block outside attacks. 
Firewalls: Is a system designed to prevent unauthorized access to or from a private 
network connected to the Internet, implemented with hardware, software, or a 
combination of both.(Rogers) [21] 
Antivirus Software Solutions: are used to “prevent, detect, and remove malware, 
including, computer viruses, worms, and Trojan horses. Such programs may also prevent 
and remove adware, spyware, and other forms of malware”.(wiki) [31] 
 
b) Managerial Solutions: 
From managerial perspective you cannot do much to block outside attacks.  By a rule of 
thumb, outsiders are blocked by technological solutions; insiders are managed by 
managerial solutions. It is true that technology doesn't help much for insiders (more on 
this later) and management doesn’t help much for outsiders. 
Key elements for managing security vulnerabilities are: 
1. Assessment of the threats to the organization’s computers and network 
2. Education of users to the risks involved and the actions they must take to prevent 
a security incident. 
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3. Building written security procedures. 
4. Monitoring systems and procedures must also be implemented to detect a possible 
intrusion. 
5. If an intrusion occurs, there must be clear response plan that addresses 
notification, protection of evidence and security logs, containment, eradication, 
and follow up. 
Of course, prevention is better than reaction and being proactive better than reactive. 
Anticipative measures can be taken such as: 
 Installing a corporate firewall 
 Installing anti-virus software on personal computers 
 Ensure backup processes for critical software and databases 
 Conduct periodic IT security audits 
After dealing with outside attacks and threats we will tackle another arena of potential 
threat. This doesn't come from without the walls of the company, but from within the 
walls. Welcome to the insiders' threat.  
 
2.13.2   Internal Threats on IT 
We saw some huge risks threatening businesses through cracking IT systems, but 
IT possesses a greater weakness, and that comes not from the outside world, but from the 
inside the companies. Insiders' threat commonly called internal threat is the most 
frightening attack can be launched on a company, by unethical employees of the same 
organization. 
For the sake of our study, we are defining the insiders as the full-time and part-
time staff employees in organizations, as well as contractors, consultants and 
temporary workers. Plus partners and customers can be classified as insiders if they 
are given some access to the system. Former employees are considered within the sphere 
of insiders only if they still have unblocked /non-deactivated accounts after they left their 
companies. Wuchner-Bruhl adds some other sources for insiders' threat. Along with the 
disgruntled malicious insider, he adds to the list the careless user suppliers, and service 
providers (Vidjayan) [30]. This includes even a single day user having one-time 
legitimate access, and planting a back door to access from it later, affirms Jeff Nigriny, 
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chief security officer at Exostar Inc., a business-to-business portal for the aerospace 
industry in Herndon, Va.(Vidjayan )[30] 
 
But mainly insiders are the ones, who are working in the IT department, and who 
have great and unquestioned access to databases, passwords, administrative privileges, 
they are the “official guardians” of the system and knowledge. But what if the guardians 
of the system are the predators of the same?  
Here are some specific insider’s cases: 
 Upon learning that her company will downsize, the MIS expert at a military 
institution, encrypted huge fractions of the organization's database and offered to 
decipher the data for $10,000 as restitution and a guarantee of no prosecution. 
Shaw [23] 
 A demoted employee implanted a “logic bomb” that deleted the company’s “most 
critical software programs”. The result: $10 million loss and 80 people lost 
jobs.(Nigerian) [16]. 
 In February 2007, Computerworld.com reported that a cell development 
technologist at Duracell Corp. admitted to stealing research related to the 
company’s AA batteries. He e-mailed the information to his home computer and 
then forwarded it to two Duracell rivals. (Swartz, 2007) [25]. 
 In another case, former DuPont scientists walked away with more than $ 400 
million worth of trade secrets after being hired by a rival company. Gary Min, 
who had worked at Dupont for 10 years, pleaded guilty in November 2007 to 
stealing proprietary data from DuPont by illegally downloading or accessing 
thousands of documents stored in an electronic library. 
 
Therefore typically, insiders having authorized access to the system are doing 
what hackers cannot do easily: they implant logic bombs, delete and alter crucial data, 
copy or leak valuable information to the competition, encrypt crucial data and many 
other things alike. 
But are insiders a real threat, doesn’t media exaggerate insiders’ cases, are we 
overtaken by insiders’ stories like Trojan horse mythology. After all we don’t have 
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substantial objective research showing by numbers the effect of insiders’ threat on 
businesses, or do we? 
 
 Researches on insiders’ threat  
Duquenoy, Jones and Blandell (2008) affirm that the majority of cybercrimes 
involving computers are done by employees working inside an organization.(Duquenoy) 
[3]. One number reads: "Insiders with legitimate access to critical business networks 
accounted for more than 80% of the cyber attacks against companies last year” (in year 
2000),this is according to a survey in 2001 conducted by the FBI and the San Francisco-
based Computer Security Institute".(Verton 2001) [28]. If you regard this number too 
exaggerated, see another survey's result: In the survey of Fortune 100 companies, “34% 
of the respondents said they had experienced internal attacks in the past 12 months, 
compared with 14% in 2004. In contrast, only 26% reported external attacks in the past 
12 months"(Vidjayan) [30]. This latter data tells us two things: first that insiders' attacks 
are much greater than outsider's attacks (34% vs. 26%) and second that insiders 
incidences are on the rise (from 14% to 34%). 
 
In a June 2001 online survey, 57% of 548 corporate security managers said that their 
worst security breaches were from corporate users accessing information for which they 
were not authorized. The next biggest problems were those created by user accounts left 
active after employees left the company.(Reynolds) [20]. 
 
The Computer Security Institute’s 1998 Computer Crime Survey (jointly with the FBI) 
stated the average cost of external breaches at $56,000 while the average cost of insiders’ 
attacks at $2.7 million.(Shaw) [23] . This means the cost of insiders’ threat is around 48 
times greater than external threat.  
These huge numbers of network intruders come from inside the organization. As 
we said Insiders are not necessarily employees; they can be consultants and contractors as 
well. Nor do they need to be employees in IT-related positions; they may just be 
experienced IT users. Their risk tolerance ranges from low to high, depending on whether 
they are motivated by financial gain, revenge on the employees, or publicity.  
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The problem remains that firms are still relying on the old security model that 
promoted defending information assets from the outside world through firewalls, 
intrusion detection systems, and other defenses. These are important. But those methods 
will not protect companies from insider threats. A study published by MIS quarterly 
(Loch) [11]  stating that 2/3 of the perpetrators were insiders, confirms this. 
Swartz [25] says that greater threats toward sensitive information exist on 
organizations, and that doesn’t come from outside sources (hackers, attacks…) but from 
inside sources (their own employees)! It continues to add that organizations are failing to 
protect themselves from insiders. 
A similar statement is made by Kallman asserting that the main danger doesn’t lie 
with the outside hackers (although publicity made them popular) but “most unethical 
computer activity is performed by people inside a firm” (Kallman )[7] 
ESG’s study, named “intellectual Property Rules”, surveyed organizations 
employing from 1,000 to more than 20,000 employees worldwide, discovered that “The 
biggest threat to companies’ data is overwhelmingly internal due either to malicious or 
negligent insiders or to faulty controls and oversight…many organizations believe that 
intellectual property is likely to leak via e-mail or the internet. “ (Swartz) [25] 
In the study sponsored by US secret service jointly with Software Engineering 
Institute (SEI) we read that Of all the businesses surveyed 81% of them reported they 
underwent financial losses, of which almost the third (29%) incurred financial losses 
above $400,000 (USA) [27].All of these losses are caused by insiders. This means 
almost one quarter (23.5%) of all the companies surveyed, incurred huge losses (more 
than 400,000 dollars, reaching up to $5 million). Such huge damage occurring from 
unethical insiders should frighten us to the core. Considering that malicious insiders are 
an ever-present threat and the number one security concern for companies (Reynolds) 
[20] is there a way for companies to protect themselves from insiders’ threat? 
 
2.14 Solutions to insiders’ threat: 
According to Reynolds (2003) malicious insiders are extremely difficult to detect 
or stop because they’re often authorized to access the very systems they abuse (Reynolds) 
[20].  Although insiders are less likely to attack systems than are outside 
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hackers/crackers, the company’s systems are far more vulnerable to them. Most computer 
security measures are designed to stop the external attacker, but they are nearly powerless 
against insiders. Insiders have knowledge of individual systems, often including the 
procedures to gain access to login IDs and passwords. Insiders know how the systems 
work and where the weak points are. Their knowledge of the organizational structure and 
security procedures helps them avoid any investigation of their actions. Therefore 
technological protections are quasi-impotent against the insiders.  
If insiders’ threat is a problem of peopleware (human problem) instead of 
malware (technological problem) the solution cannot be technological. Technological 
protection is indispensable, but we cannot solve the real problem only by technology. 
Although huge investments are poured for better technological security, we see little done 
for systematic study about dangerous insiders (Shaw) [23]. 
The solutions may come from managerial actions, and since the unethical insider 
is the source of threat, understanding malicious insider’s psychology and then building a 
strong ethically immune environment should be the building blocks for any action plan. 
 
2.14.1 Knowing the Reasons for insiders' threat: 
Since real cases show disgruntled insiders are direct by-product of downsizing 
and cutting on wages/promotions, therefore job insecurity and economic uncertainty are 
the main direct reasons for proliferation of insiders’ threat. Downsizing prepare a ground 
for employees (or would be ex-employees) to fear on their jobs, to become irritated, 
dissatisfied and discontented. This increases the potential of malicious insiders seeking 
revenge for “justice sake” since the management or the company “abused” them, or this 
is how the thinking goes from disgruntled employees’ perspective. 
Not all fired employees seek revenge. Interestingly there a number of 
psychological characteristics, malicious employees share with each other. According to 
Shaw, Ruby and Post (1998), these shared characteristics include: 
 Computer dependency (an introverted person) 
 History of social frustrations (specially anger against whatsoever 
authority 
 ethical flexibility (showing signs of not abiding by the rules) 
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 mixed sense of loyalty (not showing signs of loyalty to the company he 
works in) 
 Ego (wanting to show themselves) and lack of empathy (not considering 
the effects of their behavior on other human beings).Shaw [23] 
Reason of limitations on this study, we will not allow ourselves to go deeply in 
each psychological case above. But we stress the fact, that knowing the insiders’ 
psychology is helpful to protect the company and build a strong ethical environment. 
 
2.14.2 Managerial Solution: Building an ethical environment 
Although we will overview some technical solutions, organizations’ focus should 
be fierce managerial solutions to build a robust ethically- immune work environments. IT 
departments should consists of environments where potential malicious insiders cannot 
enter nor survive (much less thrive and cause losses) .These environments, by effective 
screening, should easily filter and ban malicious employees from having authorized 
accesses to the system. 
Pre-employment screening: This step is the first and crucial step. Usually IT 
departments compete to recruit the smartest computer specialists, the high-tech people, 
due to their shortage, while they neglect the ethical part. The typical job interviews focus 
on technical skills and capabilities, although it should include criminal record check, and 
doing the best to contact the real ex-employers of these job seekers in the references part 
of their CVs). 
Post-employment screening: Tracking the habits and behaviors of newly 
recruited IT technicians, especially in their first three months trial period, is crucial to 
find signals, if any, signals showing any of the signs mentioned above. Ethical flexibility, 
or reduced loyalty, can be expressed in day to day real life, even if by small signals.  
For example let us take the case where an urgent demand of a data was needed, 
and the database administrator was absent that day. The newly hired technician, (maybe 
to reveal his/her smartness), in front of his supervisor (but without asking him first) did 
crack the authorization process and brought the data needed. Although at first glance this 
act can be seen commendable, and a sign of the right choice to hire such a smart guy, but 
it does reveal something about the character of the technician, mainly ethical flexibility. 
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The technician didn’t have any problem nor guilt to make an unauthorized breach, and 
without passing by the channels of authority,  He did break company’s policy 
(unauthorized breach), and his potential technical skills perceived as blessing can turn to 
potential curse on the company in the future. Nobody knows, if this technician won’t use 
his/her skills to make another unauthorized breach in the future, and at that time for 
malicious purposes. If, against his conscience, he did it once, he can do it twice.  
We took a case where the staff’s signal was in front of the supervisor. But we 
shouldn’t be too naïve, since employees can disguise and close their real character and 
intentions. Therefore keeping attention to warning signs by monitoring your employee’s 
unusual activities should be an ongoing act. These signs include: unreasonable extra 
working hours, asking for access to systems not related to job's description, 
printing/downloading large amount of data after hours ect. 
 
In summary we cannot stress enough the necessity of Ethical testing along with 
the professional testing. Ethical testing and proving of ones character should be 
combined and considered along with his/her technical capabilities and professional 
competencies for the job. 
To be fair, we should not put 100% of the burden on the insider. Companies have 
a role to play too. They should treat their employees fairly and do their best not to put 
stumbling blocks in front of their staffs. Therefore talking to HR to identify, understand 
and absorb disgruntled employees is within the roles and duties of IT management. Also 
another preliminary act from the company’s part would have been establishing clear 
codes of conducts making them plain and communicate them effectively, and inviting 
employees to make an informed consent to abide by them. It is shameful on IT 
departments not having clear cut rules, and then expecting insiders to be rule-abiding. 
What rule-abiding behavior is sought if there are no rules at the first place? 
 
Ethical training: as we saw earlier, IT provided new ethical scenarios and 
challenges, not seen in past millenniums. The literature on IT ethics is burgeoning to face 
the crisis. To make this body of literature effective and efficient serving its purpose, there 
should be a mechanism to bring it to the real life of IT departments. That mechanism can 
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take the form of regular training sessions. After all, whatever we sow (or not sow) that we 
will reap, if we sow, talk and think ethics, we will reap ethical behaviors, if we fail to sow 
ethics we will reap all kinds of unethical behaviors. Sasse (et al.) quoted in Stone & 
Henry (2003) emphasize that a major part of ethical problems regarding IT, is due to the 
lack of IT end-user ethical training (Stone) [24]. Themes like, organizational loyalty, 
respecting lines of authority can be good starts.  
User awareness campaigns: Training sessions can take also the form of user 
awareness. Security training of employees are a must to ensure all insiders know about 
security and empower them to take action to protect companies resources each one within 
his/her sphere of authority. 
Ethical incentives: Ethical Training is indispensable, but also to provide some 
incentive to behave ethically is crucial. And these two compliment each other. Ethical 
incentives range from accountability to financial rewards (raises, bonuses promotions 
respectively) to psychological incentives like negative reinforcement (penalties…) and 
specially positive reinforcement (recognitions, job reclassification, job enrichment, 
career development, …) could be effectively manipulated to keep IT departments on 
ethical lines and to supply the needed motivation for employees to seek ethics. And yes 
even if they are the victims of downsizing, since a good reference recommendation will 
affect future recruitment. 
 
2.14.3 Technical Solutions: 
Although the problem cannot be solved by technology alone as we saw above, 
completely ignoring technical solutions is wrong. we will try to take an overview, how 
technology can prevent, postpone, or detect insiders’ threat. 
One option is to analyze network traffic at all levels using high-tech appliances 
and softwares (ex: a hardware called Zephon from Intusic co.). This can help identify 
abnormal internal network activity such as "data flows going in the wrong direction, 
servers consuming data instead of producing it and computers communicating with one 
another where no such communication existed previously"[24]. These activities are 
typical for malicious insiders trying to copying, altering, and making unauthorized 
downloads. The source adds that this tool can be utilized even to detect misconfigured 
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firewall, porn download, or data leakage to an external server. If Ziphon monitors the 
internal flow, we have another tool, called iGuard, to monitor the in and out flow. 
Reconnex's iGuard technology uses a combination of exact data matching, 
contextual analysis and policy information. It mainly filters and monitors the network 
exits and "doors" notifying administrators whenever confidential information navigates 
the network. Such alerting notifications can be helpful in recognizing both malicious 
leaks and unintentional ones- for example an insider forwarding confidential data to his 
private e-mail to work on it from home. Reconnex screens also the insider’s website 
surfing behaviors. 
Another solution is what called Digital Rights Management tool (DRM) which 
are designed to follow how data is used and stop non-authorized employees from 
reading, modifying or replicating data. 
Periodic Risk Assessment: external IT audits are vital to assess vulnerabilities 
and risk of IT departments. These audits should be outsourced (for objectivity) and 
regular (to be up-to date). 
Control: for example immediate deactivation of accounts, passwords and access 
rights used by recently fired employees, prevents any potential vengeance acts from the 
latter. Least freedom rules are simply permitting employees no more access than they 
need. This latter is also ensured by the concept of good segregation of systems 
administrators' duties to guarantee that a single person doesn't have uncontrolled access 
to network resources. 
 
2.15 Non ethical issues part 3: Common Issues 
Toward the end of our literature review, we will discuss two widely spread 
unethical behaviors regarding IT. These two are Intellectual property thefts and 
pornography at work. Although these are not dangerous or costly to the degree of the 
external attacks or the malicious insiders nevertheless, we will take them on the basis of 
their widespread prevailing nature in society (IT departments included) and their 
connectedness with the IT world. 
 
 
   
 43 
2.15.1 Intellectual Properties and Copyrights: 
Intellectual property (IP) is “the intangible property created by individuals or 
corporations that is subject to protections under trade secret, copyrights and patents laws” 
[13]. Copyright is a subcategory under the big IP umbrella, and it is “the right of literary 
property as recognized and sanctioned by law. An intangible, incorporeal right granted by 
statute to the author or originator of certain literary or artistic productions, whereby he is 
invested, for a period of up to 70 years after death, with the sole and exclusive privilege 
of copying, publishing, and selling them”.[13] 
Statistics prove that breaking copyright laws is making huge losses in the world, one 
number estimates US losses taken only for one year (in 2002) was $ 9.2 billion through 
copyright breaches in foreign countries “due to illegally copied … music, software, and 
piracy carried out through the Internet of entertainment and software products”[10]. 
 
2.15.2 Some Solutions: 
Encryption: According to the encyclopedia “is the scrambling of data using 
mathematical principles that can be followed in reverse to decrypt or unscramble the data. 
File encryption therefore converts a file from a manipulatable file format to a 
scrambled/encrypted format. Authorization in the form of possession of an appropriate 
key is required to decrypt the file and restore it its manipulatable format. Thus, the 
encryption of software and data is a form of protection against unlawful copying and 
reuse”[13]. 
Digital Signature/Watermarking: “Digital signatures use mathematical algorithms to 
place a seal on a digitally represented work. Generating the digital signature is referred as 
signing the work” [13]. Watermarking may be significant if you have a lot of valuable 
images online.  
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2.15.3 Pornography at work: 
Since pornography is an ethical issue involving IS (via internet) and since we 
considered how unethical behaviors in IS at work influence negatively the profit of the 
company (by incurring losses), we now take the case of pornography as one issue 
incurring losses on the company. Disgruntled unethical insiders incur direct and 
intentional loss; unethical pornography viewers incur indirect and unintentional loss, 
perhaps by unwillingly inviting negative press if discovered by outside IT audits or 
simply by wasting time rather than being industrious and productive. 
According to Vince Tuesday [26], there are four ways for pornography to get into or out 
of an organization. These are: 1) peer to peer file sharing on the network, 2) through 
physical media, 3) through websites and 4) e-mail attachments. We will try to find some 
solutions for each of these mediums: 
 
2.15.4 Some solutions: 
Peer to peer file sharing on the network: Company networks are the easiest way to 
identify delete and control pornographic images, if found on the computers of staffs. 
Physical media: Nothing much can be done. USBs cannot be banned. Although the 
physical media is hard to control, but their contents found on the company computers can 
be dealt with. 
Peer-to-peer data sharing: can be monitored, controlled and deleted. 
Web surfing: Reports on web browsing activity can be easily generated, this will allow 
following up employees viewing or downloading pornography on the web. Web senses 
are also effective.  
E-mail attachments: special software called Image Composition Analysis (ICA) by First 
4 Internet Ltd.'s, identifies pornographic attachments and block them. This tool is 
effective according to Vince experiment (Tuesday) [26] .It works by skin color detection 
(as its name indicates), so whenever it finds large amount of skin color in an attachment, 
it will block it. Yes there are some minor side effects (as blocking innocent child images). 
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2.16 Conclusion: 
In our literature review section we have surveyed the definitions of ethics, 
business ethics, IT ethics, we explored non-ethical issues challenging IT from outside and 
inside the companies, we have reviewed the statistics proving the huge losses incurred by 
the malicious insiders, and we tried to graph a robust well rounded strategies (technical 
and managerial) to face the challenge. What we are to do with all of this? It all depends 
on the companies and their (especially IT) managements. If they want to protect their 
organizations from incurring financial losses, they are advised to considering the 
application of what is sketched above. Ethics can be our ally or our foe. Wise IT 
managements choose ethics to be the former rather than the latter. 
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CHAPTER THREE 
METHODOLOGY 
 
3.1 Introduction: 
In order to satisfy the research objectives, a survey of questionnaires was used as 
the research instrument, in order to reveal respondents' general attitude toward IT ethics, 
and contrast it with their behavior in specific cases. Therefore the survey dealt with 
ethical questions pertaining Information Technology. 
 
3.2  Research Design: 
The survey research method is the basic research design. Each respondent was 
offered a questionnaire of 18 questions. The filling of the questionnaire were generally 
expected to last from 7 to 10 mn. Each question is designed to provide the reason for a 
“yes” or a “no” answer. You can find a copy of the questionnaire in Appendix II. 
The questions in the survey tackled areas where the respondents will reveal their: 
 Discernment of the existence of an ethical issue. 
 Position in a practical ethical case and specify the reason why they will do 
that (is it solely for material security, for only ethics' sake or for both.  
Some example questions that will be asked are: 
 
You are the Database Administrator and caught a major financial discrepancy at a 
company. The CFO asks you to change the data to hide the discrepancy. Would 
you do it? Yes  No  
Yes because No because 
CFOs are responsible for finances, you 
are a technician under authority  
It is unethical   
You don’t want to end up in the street. 
 
You don’t want to end up in legal trial either, for hiding 
information  
Nobody will believe you because the 
CFO is powerful and feared  
You remember Enron’s bankruptcy, at least you should 
do your part to prevent such disasters to come  
All of the above  All of the above  
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As IT technician, one hot summer you want to download music from the web 
illegally, but your assistant is with you. Would you do it?  Yes  No  
Yes because No because 
Everyone downloads illegal music from time to time. 
 
It is unethical, you are breaking the 
copyright law    
Who is that assistant anyway, you are the boss not 
him  
You are mentoring your assistant for a 
leadership position, you should be a good 
role model  
You want that music badly and you want it now  You don’t want to give him any excuse for 
any unethical behavior from his part  
All of the above  All of the above  
 
 
3.3  Research Questions: 
 In which practical areas do the MBA students reveal compatibility between their 
theoretical stand and practical behavior in ethical issues related to MIS? 
 In which practical areas do the MBA students reveal non-compatibility between 
their theoretical stand and practical behavior in ethical issues related to MIS? 
 
3.4 Sources of Data 
 This study utilizes primary data, and makes no use of secondary ones. Primary 
data was collected by surveying Masters Students in LAU, 116 of them, randomly 
selected. The survey comprised of 18 items, covered underlying questions in the service 
of the research objectives. 
 The participants were 40% male and 60% female. No undergraduate respondents 
were accepted. 
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3.5  Procedure for Data collection 
The researcher contacted some of then full-time and part time professors and 
associate professors in LAU faculty. An agreement was made with them to allow the 
researcher to enter the classrooms in Fall 2009-2010 semester and to make the survey at a 
cost of 5-7mn. of the time of the class. Each session were around 20-25 students. No 
single student in several courses was accepted to fill the survey form twice. 
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CHAPTER FOUR 
RESULTS AND DISCUSSION 
 
4.1  Introduction to the strategy of the research: 
 
As stated in the introduction of this research, we will see if the expected results 
(meaning rationalized theory will hold true in real life cases) will match the observed 
ones. Thus we will see if we will reject the null hypothesis or fail to reject it. As we know 
the null hypothesis states that there is no difference between the expected value and the 
observed one (respondents’ theoretical and practical stand are compatible). 
 
Research Hypothesis: “there is no significant incompatibility between theoretical 
attitude and practical decisions in cases pertaining IT ethics among emerging leaders”,  
 
Alternative Hypothesis: “there is significant incompatibility between theoretical 
attitude and practical decisions in cases pertaining IT ethics among emerging leaders”.  
 
 
Statistical Hypothesis:      
H0: O = E 
H1: O <> E 
 
4.2 Meeting the objectives: 
 
If we are successful to reject the null hypothesis (H0: O = E) this means, there is a 
difference between the expected value and the observed one. That means respondents’ 
theoretical and actual stands are incompatible. 
Therefore survey results were gathered, inserted in SPSS, and ready for analysis: 
 
Cross tabulations: data can be either parametric or non-parametric. Parametric 
data are the continuous ones (1-2-3-4-5; Income, Age). Non parametric data are 
   
 50 
categorical ones (Yes-No, Male-Female; red – blue – green). To measure correlation 
among parametric data, Z-test is used, while correlation between non-parametric data is 
measured by Chi-square test. Since our main data to analyze are non-parametric (yes-no), 
correlation was measured using chi-square test. After identifying which analysis to use 
(chi-square), the variables were identified.  
 
The Independent Variable is the one that doesn’t change, and against which all 
the variables are measured. Q18 asks about theoretical attitude. All other previous 
questions were about practical scenarios. Since our main goal is to know if there is 
significant gap between theoretical stand and practical decisions, Q18 was taken as 
independent variable. All the other practical scenarios (Q1-Q15) were taken as dependent 
variables. 
Since each question is composed of 8 categories (4 choices for a “yes”, 4 for a 
“no”), each question’s subcategories (Q1.1; Q1.2; Q1.3…) were taken as dependent 
variables. The result was dozens of pages and hundreds of cross-tabulation tables.   
 
Significant Results: Of course only the significant results were selected. A result 
is considered significant if the Pearson Chi Square significance index is less than 0.01 or 
less than 0.05 or  less than 0.10 (<1% or <5% or <10%), depending which level of 
significance is adopted. In this study, 10% level of significance was adopted. That means 
the test is valid at 10% level of significance.  
After taking the significant results (4 significant incompatibilities, and one 
significant positive correlation) the analysis was conducted on them to explain them and 
make meaning out of them. Each of these 4 results in our hands will reveal a significant 
gap between the theoretical stand and a practical case. At the end we will have  the major 
flaws in the lives of emerging leaders by knowing which ethical specific situations of our 
future leaders does not show compatibility with their ethical theoretical stand. 
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4.3  Research Findings 
 
To answer the research questions that were posed in chapter 1, we are going to 
use tabular, graphical and cross tabulations. 
 
Table-1-and Graph-1- below show the belief of the MBA students at LAU with 
respect to choosing moral people positively affects the bottom-line. Almost 91% of the 
respondents believe that hiring moral people will positively affect the bottom line. This 
can be reasoned to Arab mentality that put emphasis on moral values and moral behavior 
AND the cliché notion that MBA students heard in their classes, that ethics improve 
bottom-line (financial profit of an organization). 
 
Table-1- 
Do You Believe That Choosing Moral People As Employees 
 Will Affect Positively The Bottom Line. 
 
ChooseMoralEmp 
 
Frequency Percent Valid Percent 
Cumulative 
Percent 
Valid no 11 9.4 9.5 9.5 
yes 105 89.7 90.5 100.0 
Total 116 99.1 100.0  
Missing System 1 .9   
Total 117 100.0   
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Graph-1-  
Do You Believe That Choosing Moral People As Employees 
 Will Affect Positively The Bottom Line. 
 
 
 
Table-2-and Graph-2- below show the belief of the MBA students at LAU with 
respect to if illegal download of music from the web, in front of an assistant under their 
mentorship, is considered unethical and bad role modeling. Only 40% of the respondents 
said they won’t do it for ethical reasons. The majority (60%) doesn’t consider it unethical 
nor bad role modeling! This can be reasoned to ignorance of our Lebanese community 
about copyright laws, and specially the absence of such laws in Lebanon. This situation 
opens up doors to further abuse from emerging leaders (mentoree), that can excuse 
themselves to do wrong things, justifying themselves that older generations (their 
mentors) did the same.  
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Table-2- 
As IT Technician, One Hut Summer You Want To Download Music From The Web 
Illegally, But Your Assistant Is With You. Would You Do It? 
 
Dwloadillegal 
 
Frequency Percent Valid Percent 
Cumulative 
Percent 
Valid no 46 39.3 39.7 39.7 
yes 70 59.8 60.3 100.0 
Total 116 99.1 100.0  
Missing System 1 .9   
Total 117 100.0   
 
 
Graph-2-  
As IT Technician, One Hut Summer You Want To Download Music From The Web 
Illegally, But Your Assistant Is With You. Would You Do It? 
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Table-3-and Graph-3- below show the belief of the MBA students at LAU with 
respect to if by their fault their computer was contaminated by abnormal pop-ups, they 
will tell the administration immediately or keep silent. A surprising one third won’t tell 
the administration, even if their silence will damage the whole system. 
 
Table-3- 
What If By Your Fault Your Computer Was Contaminated By Abnormal Pop-ups, 
Would You Tell The Administration Immediately? 
 
Contaminated 
 
Frequency Percent Valid Percent 
Cumulative 
Percent 
Valid no 39 33.3 33.6 33.6 
yes 77 65.8 66.4 100.0 
Total 116 99.1 100.0  
Missing System 1 .9   
Total 117 100.0   
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Graph-3-  
What If By Your Fault Your Computer Was Contaminated By Abnormal Pop-ups, 
Would You Tell The Administration Immediately? 
 
Table-4-and Graph-4- below show the notion if MBA students at LAU will 
comply with their respective company’s policy, that in case of being “shoulder surfed” 
(looked upon their password behind the shoulders by a favored coworker) they will 
change the password for the sake of the system’s security or not. A surprising more than 
two third (65%) won’t change the password. 
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Table-4- 
Changing the Password After a Beloved Coworker  
Noticed It Behind Your Shoulder? 
 
ChangePassword1 
 
Frequency Percent Valid Percent 
Cumulative 
Percent 
Valid no 75 64.1 64.7 64.7 
yes 41 35.0 35.3 100.0 
Total 116 99.1 100.0  
Missing System 1 .9   
Total 117 100.0   
 
 
Graph-4- 
Changing the Password After a Beloved Coworker Noticed It Behind Your 
Shoulder? 
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Table-5- below shows the relationship between the leaning towards choosing 
moral employees to affect positively the profit AND downloading illegal software thus 
affecting the profit negatively (albeit indirectly). Of all the ones who said moral 
employees affect positively the bottom line 86% don’t consider breaking copyright and 
illegally downloading software (music) as unethical action! Plus they don’t consider 
abstaining from illegal downloads in front of their assistant as part of good role modeling 
which affects bottom-line in the long run, that as IT technician, one hot summer, if they 
wanted to download music from the web illegally, in front of the assistant they would 
have complied with their urgent felt need. This is pahrep s because they believe that 
everything on the web belongs to the community. Another reason as mentioned above is 
the absence of copyright laws and their reinforcements in Lebanon. This finding is 
reflected by the high Chi-Square value of 3.543 at 10% level of significance. 
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Table-5- 
The Relationship Between the Leaning Towards Choosing Moral Employees to Affect 
Positively the Profit and Downloading Illegal Software thus Affecting It Negatively. 
 
 
Crosstab 
Count 
 
ChooseMoralEmp 
Total no yes 
Dwloadillegal8 
(choose not to 
download for good 
role modeling and  
ethical reasons) 
no 7 90 97 
yes 4 15 19 
Total 11 105 116 
 
 
Chi-Square Tests 
 
Value df 
Asymp. Sig. (2-
sided) 
Exact Sig. (2-
sided) 
Exact Sig. (1-
sided) 
Pearson Chi-Square 3.543a 1 .060   
Continuity Correctionb 2.115 1 .146   
Likelihood Ratio 2.905 1 .088   
Fisher's Exact Test    .080 .080 
Linear-by-Linear Association 3.513 1 .061   
N of Valid Cases 116     
a. 1 cells (25.0%) have expected count less than 5. The minimum expected count is 1.80. 
b. Computed only for a 2x2 table 
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Table-6- below shows the relationship between the attitude towards damaging 
company’s system and morality. Of all (105 respondents) who will consider choosing 
moral people to affect positively the bottom line, 36% (38 respondents ) will have no 
problem with hiding their wrongdoings from the administration, even if the system will 
be in danger by their silence. This is reflected by the high Chi-Square value of 3.276 at 
10% level of significance. 
The reason could be the eastern culture that cultivates pride and shame that stifles 
confession if harm was done. Another potential reason is the fear factor from supervisors 
and their bossy management styles in Lebanon specially where job opportunities are rare 
and unemployment are high thus management having the upper hand over employees, 
threatening the latter at the least wrong done. 
 
   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
   
 60 
 
Table-6- 
The Relationship Between the Leaning Towards Choosing Moral Employees to Affect 
Positively the Profit and Hiding Personal Wrongdoings From Administration, Putting the 
System In Danger. 
 
Crosstab 
Count 
 
ChooseMoralEmp 
Total no yes 
Contaminated no 1 38 39 
yes 10 67 77 
Total 11 105 116 
 
Chi-Square Tests 
 
Value df 
Asymp. Sig. 
(2-sided) 
Exact Sig. (2-
sided) 
Exact Sig. 
(1-sided) 
Pearson Chi-Square 3.276a 1 .070   
Continuity Correctionb 2.175 1 .140   
Likelihood Ratio 3.981 1 .046   
Fisher's Exact Test    .096 .063 
Linear-by-Linear 
Association 
3.248 1 .071 
  
N of Valid Cases 116     
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Table-7- below shows the relationship between the attitude towards damaging 
company’s system with fatal viruses and theoretically identifying with morality. 
Of all who said they choose moral people for the sake of bottom-line, around 40% won't 
act morally even if they knew the source of abnormal popup were possible deadly 
viruses. They won't tell the administration about abnormalities, they will let the system 
vulnerable; they'll keep the silence till the system will be damaged. Then, naturally, the 
administration will know about the damage (albeit too late).No preventive action will be 
taken by employees. This is reflected by the high Chi-Square value of 3.869 at 5% level 
of significance.  
The potential reason seems (as stated in Table-6- above) the fear factor from 
supervisors and their bossy management styles in Lebanon specially where job 
opportunities are rare and unemployment are high thus management having the upper 
hand over employees, threatening the latter at the least wrong done. 
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Table-7- 
The Relationship Between the Leaning Towards Choosing Moral Employees to Affect 
Positively the Profit and Hiding Personal Wrongdoings From Administration, Even if the 
Virus Is Fatal to the System. 
 
Crosstab 
Count 
 
ChooseMoralEmp 
Total no yes 
Contaminated2 no 1 41 42 
yes 10 64 74 
Total 11 105 116 
 
Chi-Square Tests 
 
Value df 
Asymp. Sig. (2-
sided) 
Exact Sig. (2-
sided) 
Exact Sig. (1-
sided) 
Pearson Chi-Square 3.869a 1 .049   
Continuity Correctionb 2.680 1 .102   
Likelihood Ratio 4.683 1 .030   
Fisher's Exact Test    .055 .044 
Linear-by-Linear Association 3.835 1 .050   
N of Valid Cases 116     
a. 1 cells (25.0%) have expected count less than 5. The minimum expected count is 3.98. 
b. Computed only for a 2x2 table 
 
 
 
 
 
   
 63 
Table-8- below shows the relationship between the attitude towards putting 
company’s security system in danger and theoretically identifying with morality. 
Of all moral people who care of the organizational security, around two third (62%) don't 
consider "shoulder surfing" as immoral and/or dangerous thing. They value friendship 
above password confidentiality. When a best friend will act abnormally (looking for the 
password they put, from above their shoulders) they won't change the password after 
while, simply because don't see the urgency of the matter. This is due to the cultural 
value of friendship and ignorance of the potential danger of “shoulder surfing”. This is 
reflected by the high Chi-Square value of 3.665 at 10% level of significance. 
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Table-8- 
The Relationship Between the Leaning Towards Choosing Moral Employees to Affect 
Positively the Profit and Putting System in Danger by Not Changing the Password when 
Shoulder Surfed by a Friend. 
 
Crosstab 
Count 
 
ChooseMoralEmp 
Total no yes 
ChangePassword1 no 10 65 75 
yes 1 40 41 
Total 11 105 116 
 
 
Chi-Square Tests 
 
Value df 
Asymp. Sig. (2-
sided) 
Exact Sig. (2-
sided) 
Exact Sig. (1-
sided) 
Pearson Chi-Square 3.665a 1 .056   
Continuity Correctionb 2.506 1 .113   
Likelihood Ratio 4.444 1 .035   
Fisher's Exact Test    .094 .049 
Linear-by-Linear Association 3.634 1 .057   
N of Valid Cases 116     
a. 1 cells (25.0%) have expected count less than 5. The minimum expected count is 3.89. 
b. Computed only for a 2x2 table 
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Table-9- below shows the relationship between the attitude toward leaning to 
choose moral employees to affect positively the profit and believing that unethical 
employees can affect negatively the bottom-line. 
Of all who chose moral people as employees to raise the bottom-line, 99% agree with the 
notion that unethical employees will hurt bottom-line (directly or indirectly). This is 
reflected by the high Chi-Square value of 3.892 at 5% level of significance. 
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Table-9- 
The Relationship Between the Leaning Towards Choosing Moral Employees to 
Affect Positively the Profit and Believing That Unethical Employees Can Affect 
Negatively The Bottom-line. 
 
 
 
Crosstab 
Count 
 
ChooseMoralEmp 
Total no yes 
UnethicHurtBotLine no 1 1 2 
yes 10 104 114 
Total 11 105 116 
 
 
Chi-Square Tests 
 
Value df 
Asymp. Sig. (2-
sided) 
Exact Sig. (2-
sided) 
Exact Sig. (1-
sided) 
Pearson Chi-Square 3.892a 1 .049   
Continuity Correctionb .571 1 .450   
Likelihood Ratio 2.207 1 .137   
Fisher's Exact Test    .181 .181 
Linear-by-Linear Association 3.859 1 .049   
N of Valid Cases 116     
a. 2 cells (50.0%) have expected count less than 5. The minimum expected count is .19. 
b. Computed only for a 2x2 table 
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CHAPTER FIVE 
SUMMARY, CONCLUSIONS and RECOMMENDATIONS 
 
5.1 Summary: 
 
Let us summarize our findings:  our goal was to see if there is any incompatibility 
between theoretical attitude and practical decisions in cases pertaining IT ethics among 
emerging leaders. The null hypothesis (H0) and the alternate hypothesis (H1) are stated 
respectively as: 
 
H0: “there is no significant incompatibility between theoretical attitude and 
practical decisions in cases pertaining IT ethics among emerging leaders”,  
 
H1: “there is significant incompatibility between theoretical attitude and practical 
decisions in cases pertaining IT ethics among emerging leaders”.  
 
Accordingly the Statistical Hypothesis is: 
H0: O = E 
  H1: O <> E 
 
 
We saw in SPSS analysis that there are many real life scenarios and ethical areas 
where theoretical stand and real life application are compatible (or at least there are non-
significant gap between theory and practice). In other words, in these areas, the 
respondents say they know how to identify the unethical situation and will choose to 
behave ethically. 
 
5.1.1 Compatible areas 
These “compatible” areas include ethical issues related to pornography (child and 
adult) (Q1-Q2), not delivering defective programs to customers (Q3), refusing to hide 
major financial data discrepancy (Q4), disobeying the orders of the boss to send a virus to 
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a competitor (Q5), abstaining from reading private emails (Q7), obeying policies related 
to network games (Q8), refusing to get bribed in order to disclose confidential data to 
competitor (Q9), not sharing passwords on phone for company security’s sake (Q11), 
ensuring back up system (Q12) and refusing to make even a non-harmful hack (Q13). 
In other words, as far as pertaining to the compatible results, our emerging leaders 
in Lebanon at least know how to behave ethically in IT cases; they know how to apply 
their ethical attitude (Q18) to daily real-life cases in IT  
 
5.1.2 Incompatible areas 
 These are areas where significant gap exists between theory and practice, thus 
respondents are telling they believe in ethics (Q18), but they are behaving unethically 
when put in real life situations. These situations include: 
 
 
 Question Description 
 
 
1 
 
 
Q6 
 
downloading illegal software  
 
2 
 
 
Q6 
 
downloading illegal software in front of a mentoree (thus 
being a bad role model) 
 
3 
 
 
Q10 
Refusing to tell the administration about a contamination 
in its beginning stage, if the reason for that 
contamination was the respondent himself. 
 
4 
 
 
Q10 
 
Refusing to tell the previous case to the administration 
EVEN if contamination seems fatal to the system 
 
 
5 
 
 
Q14 
Sharing confidential passwords with best friends 
therefore valuing friendship above system’s security 
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Each of these areas showed a high value of chi-square (ranging from 3.276 to 3.892) and 
was significant at 10% level of significance (some even at 5% level). Therefore the null 
hypothesis was rejected in Q6, Q10 and Q14 implying that there is significant 
incompatibility between Q18 (theoretical ethical attitude) and these 3 applied cases. 
These failures can be reasoned to the: 
 
 Question Causes 
 
 
1 
 
 
Q6 
 
lack of copyright policies in Lebanon 
 
2 
 
 
Q6 
 
bossy attitude in eastern cultures devaluing a good role 
modeling 
 
3 
 
 
Q10 
shame attitude in our eastern culture and putting a high 
value on pride 
 
4 
 
 
Q10 
 
fear factor from supervisors and their bossy management 
styles in Lebanon specially where job opportunities are 
rare and unemployment are high thus management 
having the upper hand over employees, threatening the 
latter at the least wrong done  
 
5 
 
 
Q14 
Putting high value on friendship in eastern culture, not 
being aware of the dangers of shoulder surfing and the 
perils of shared passwords even if with a best friend 
 
6 
 
 
Q14 
Lack of management transparency with employees. This 
work environment drives employees to hide their wrong 
doings and not report them early enough, fear of losing 
their jobs. 
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5.1.3 Comparison between compatible and non-compatible results 
There are some interesting findings if we compare and contrast our compatible 
and non-compatible results: 
 
 Questions Comparison 
 
 
1 
 
 
Q6  with  Q13 
Respondents have no problem with “stealing” 
information by illegal download (Q6) but have 
problem with “stealing” them via non-harmful 
hack (Q13)! 
 
2 
 
 
Q11 with  Q14 
 
Respondents have problem with sharing the 
password on the phone with the boss for security 
reasons (Q11) but have no problem with sharing it 
with a best-friend disregarding security altogether 
(Q14)! 
 
3 
 
(Q1/Q2/Q4) 
with Q11 
Respondents are eager to report the failures of 
OTHERS for “security’s” sake (Q1/Q2/Q4) but are 
more than reluctant to report their OWN failures 
even for “security’s” sake (Q11)! 
 
 
Other significant descriptive results included:  
 The majority of the respondents (91%) is moral and believes in morality affecting 
positively the bottom line. 
 Almost two third (60%) of the respondents will illegally download softwares. 
 Two third (66%) of the respondents will first hide their fault in contaminating the 
system and won’t notify the administration immediately even if the flow seems 
fatal to the system. 
 Around two third (65%) of the respondents doesn’t notice the dangers of shoulder 
surfing (when unknowingly the password is noticed by other employee friends). 
   
 71 
 
5.2 Conclusions: 
 
This research was conducted to meet two goals. First goal was to discover the 
impact of IT ethics on the financial security of companies, thus to know the relationship 
of IT ethics and finances. The project discovered that ethical flaws in IT will negatively 
affect profit and bottom line, and healthy IT ethics will affect them positively. Then the 
study discussed solutions in IT ethics for the improvement of organizational financial 
security. 
The second goal of the research was to make a field study in Lebanon to know 
where potential significant ethical flaws exist and are likely to arise in the near future in 
IT departments. These flaws can affect negatively local companies’ bottom line. This part 
too was concluded by giving some solutions to ensure better financial security. 
In the intensive literature review the study covered the first goal. A robust body of 
literature and statistics identified reasons of major financial disasters. One identified 
major reason was the IT unethical insider, who has the potential to lead, if went 
unchecked, whole companies to bankruptcy. This financial disaster comes from 
information leakage to competition, from legal trials, and/or bad press.  
To apply this finding on our case in Lebanon (the 2nd goal), the research showed 
that emerging leaders in Lebanon have some flaws in IT ethics (illegal downloads, bad 
role modeling, putting private values above system security). These flaws can be 
potential threats on profit in the organizations where these emerging leaders will work. It 
is true that problems which are revealed worldwide (like information leakage, sending 
viruses to competition, hiding data discrepancies) were shown insignificant among 
Lebanese emerging leaders, but still other forms of unethical behavior will put local 
companies’ systems sooner or later to potential danger. Unique to Lebanese emerging 
leaders, potential ethical pitfalls include  
 breaking copyright laws by illegal downloads,  
 bad  role modeling in front of IT mentorees ,  
 not directly reporting abnormalities to administration  
 and sharing confidential passwords with coworkers.  
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These drawbacks put IT security at risk and thus potentially affect the bottom line. 
 
Of course some of these ethical vulnerabilities are due to cultural reasons and 
social upbringing, but wise management can tackle them with robust training and 
awareness campaigns, clever screening of employees and implementing high incentive 
rewarding systems. Technological solutions can make a difference, but since the problem 
resides in humans (not in technology) the solution should be solved managerially not 
technologically alone. 
Insiders’ threat in IT departments is a big issue. Therefore if companies want to 
secure financial stability they need to secure the existence of ethical employees in their IT 
departments.  
Although too late, organizations worldwide are learning that in order to secure a 
basic level of financial stability, they will be in need to secure a basic level of ethical 
environment especially in their IT departments. 
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5.3 Recommendations: 
 
 We recommend that other researchers build on what was discovered and stated in 
this study. Specifically they can take this study further to redeem the limitations. A good 
start can be  
 Comprehensive survey results including major Lebanese universities. 
 IT employees in major organizations in Lebanon.  
 
Further development can be: 
 The altering of the questions to discover new aspects of ethical issues in 
Information Systems developers and users, what are the cases, the problems and 
the solutions thereof. 
 
A further study can be done to  
 Dig more in-depth the causes of the incompatible areas.  
 
For example, why respondents weren’t inclined to notify the administration when a 
personal security failure occurred? Is it that management practices are to be in a more 
open, collaborative atmosphere encouraging employees to come forward and report any 
unethical behavior if witnessed, without the fear of retaliation from upper management? 
Such and many other hypothesis could be formulated opening wide the horizons for new 
researches to be done. 
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Appendix I: 
More on insiders: documented cases [27] 
We read in the case study conducted in 2008 by Eileen several examples of insiders’ 
threat: here are a few of them: 
Case 1: An employee of a company under contract to process health insurance 
claims defrauded his employers of millions of dollars by exploiting weaknesses in the 
design and implementation of the company’s business processes. The employee, who was 
responsible for claims processing, took advantage of the lack of oversight or two-person 
control for checking claims entered into the system to enable individuals involved in 
organized crime external to the organization to construct and submit fraudulent claims to 
be approved by the company. The scheme diverted nearly $20 million from the company 
to the insider and his accomplices.  
Case 2: An employee of a telecommunications firm’s payroll department moved 
to a new position within the department in which she no longer would be required to have 
privileged access to payroll accounts. Upon switching positions, the employee’s access 
rights to the payroll accounts were left unchanged. An associate told her that he was 
starting up a financial services business and needed some contact information. Using the 
privileged access rights that she had retained, the employee provided her associate with 
confidential information for 1500 of the firm’s employees, including 401k account 
numbers, credit card account numbers, and social security numbers, which he then used 
to commit over 100 cases of identity theft. The insider’s actions caused over $1 million in 
damage to the company and its employees.  
Case 3: One night, an employee of a large telecommunications company 
embarked on a series of acts that he believed would enable him to “save the day” and 
impress his new supervisor. First, this employee used a contractor’s badge to gain 
unauthorized physical access to the company’s Network Operations Center (NOC), 
where all of the computers were left logged in with system administrator access. He then 
used those computers to bring down the system that provided address information for 
emergency 911 calls based on the incoming phone number for emergency services. 
Before leaving the NOC, he stole the backup tapes for the system. On his departure from 
the NOC, he proceeded to the backup offsite storage facility, where he gained 
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unauthorized physical access to that facility by once again using the contractor’s badge, 
and then stole additional system backup tapes. In all, 55 tapes were stolen. Fortunately, 
most areas affected by the employee’s disabling of the central system were able to switch 
over to regional 911 systems; however, some areas had no 911 backup capabilities. These 
actions caused over $200,000 damage to the company. 
 
These occurrences were all carried out by “insider” authorized individuals who 
used to utilize the information systems that they eventually abused. Insiders have the 
potential to pose a considerable danger based on their knowledge of, and access to, 
company systems, records and databases. 
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Appendix II: 
Other commandments for computer ethics 
I) Association for Computing Machinery (ACM)  
Code of Ethics and Professional Conduct 
More Specific Professional Responsibilities 
1. Strive to achieve the highest quality, effectiveness and dignity in both the process 
and products of professional work. 
2. Acquire and maintain professional competence. 
3. Know and respect existing laws pertaining to professional work. 
4. Accept and provide appropriate professional review. 
5. Give comprehensive and thorough evaluations of computer systems and their 
impacts, including analysis of possible risks. 
6. Honor contracts, agreements, and assigned responsibilities. 
7. Improve public understanding of computing and its consequences. 
8. Access computing and communication resources only when authorized to do so. 
 
II) The British computer society code of conduct 
1. In your professional role you shall have regard for the public health, safety and 
environment. 
2. You shall have regard to the legitimate rights of third parties. 
3. You shall ensure that within your professional field/s you have knowledge and 
understanding of relevant legislation, regulations and standards, and that you 
comply with such requirements. 
4. You shall conduct your professional activities without discrimination against 
clients or colleague. 
5. You shall reject and shall not make any offer of bribery or inducement 
6. You shall carry out work or study with due care and diligence in accordance with 
the relevant authority's requirements, and the interests of system users. If your 
professional judgment is overruled, you shall indicate the likely risks and 
consequences. 
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7. You shall avoid any situation that may give rise to a conflict of interest between 
you and your relevant authority. You shall make full and immediate disclosure to 
them if any conflict is likely to occur or be seen by a third party as likely to occur. 
You shall endeavor to complete work undertaken on time to budget and shall 
advise the relevant authority as soon as practicable if any overrun is foreseen. 
8. You shall not disclose or authorize to be disclosed, or use for personal gain or to 
benefit a third party, confidential information except with the permission of your 
relevant authority, or at the direction of a court of law. 
9. You shall not misrepresent or withhold information on the performance of 
products, systems or services, or take advantage of the lack of relevant knowledge 
or inexperience of others. 
10. You shall uphold the reputation and good standing of the BCS in particular, and 
the profession in general, and shall seek to improve professional standards 
through participation in their development, use and enforcement. 
11. You shall act with integrity in your relationships with all members of the BCS and 
with members of other professions with whom you work in a professional 
capacity. 
12. You shall have due regard for the possible consequences of your statements on 
others. You shall not make any public statement in your professional capacity 
unless you are properly qualified and, where appropriate, authorized to do so. You 
shall not purport to represent the BCS unless authorized to do so. 
13. You shall notify the Society if convicted of a criminal offence or upon becoming 
bankrupt or disqualified as Company Director 
14. You shall seek to upgrade your professional knowledge and skill, and shall 
maintain awareness of technological developments, procedures and standards 
which are relevant to your field, and encourage your subordinates to do likewise. 
15. You shall not claim any level of competence that you do not possess. You shall 
only offer to do work or provide a service that is within your professional 
competence. 
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16. In addition to this Code of Conduct, you shall observe whatever clauses you 
regard as relevant from the BCS Code of Good Practice and any other relevant 
standards, and you shall encourage your colleagues to do likewise. 
17. You shall accept professional responsibility for your work and for the work of 
colleagues who are defined in a given context as working under your supervision. 
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Appendix III: A Sample of the Survey 
I, Puzant Balozian, an MBA student, am doing my research project entitled Ethics in 
Information Technology. This study, if made well, will be published. I appeal to you, to 
help me in this matter, at a cost of 5 minutes break from your MBA class time (prior 
agreement already made with your professor).The survey is completely anonymous, and 
consists of only 18 questions. Check either a Yes or a No. Choose all that applies 
within the column.  
 
Questions: 
 
1) You are the newly hired IT inspector. You find out on the access history of the 
CFO Child pornography website hits. Would you report to the top management?             
Yes  No  
Yes because No because 
It is unethical and illegal  He is the one who mediated for you to be hired 
 
IT audits may discover it, filing a lawsuit  You don’t want to make enemies from day 1  
It can damage company’s reputation therefore 
bottom line profit  
It is a personal issue, shouldn’t intervene  
All of the above  All of the above  
 
 
2) The same case as above, but now the CFO accessing only adult pornography for 
an average of ½ hour a day. Would you report to the top management?             
Yes  No  
Yes because No because 
It is unethical to disperse “work stamina” and 
time on such entertainment  
Everybody views pornography, there is nothing 
wrong in it for brief entertainment  
He is free to access it or not from his home but 
not from company’s computer  
It is a personal issue, shouldn’t intervene  
If busted by IT audits, It can attract negative 
press damaging company’s reputation   
It is not illegal   
All of the above  All of the above  
 
3) You are about to meet a deadline in 2 days, suddenly you realize your 
programmed system has some bugs, would you deliver it as such to the customer   
Yes  No  
Yes because No because 
Because overtime hours means less money in 
your pocket  
It is unethical , you should fix it with a night 
shift   
The customer was himself stingy  Short term loss means long term profit  
After all customers like “on time” delivery not 
perfection  
A satisfied customer generates more customers 
 
All of the above  All of the above  
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4) You are the Database Administrator and caught a major financial discrepancy at a 
company. The CFO asks you to change the data to hide the discrepancy. Would 
you do it? Yes  No  
Yes because No because 
CFOs are responsible for finances, you 
are a technician under authority  
It is unethical   
You don’t want to end up in the street. 
 
You don’t want to end up in legal trial either, for hiding 
information  
Nobody will believe you because the 
CFO is powerful and feared  
You remember Enron’s bankruptcy, at least you should 
do your part to prevent such disasters to come  
All of the above  All of the above  
 
 
 
5) In the business war, your supervisor orders you to send a virus to the competitor 
(with a promise of promotion) or you get fired .Would you send the virus?           
Yes  No  
Yes because No because 
The boss is the boss   It is unethical   
You need that promotion   It is illegal , with penalties if discovered   
Get real, you need to devour your 
competitors before they devour you  
There is a cost to maintain business integrity  
All of the above  All of the above  
 
 
 
 
6) As IT technician, one hot summer you want to download music from the web 
illegally, but your assistant is with you. Would you do it?  Yes  No  
Yes because No because 
Everyone downloads illegal music from time to time. 
 
It is unethical, you are breaking the 
copyright law    
Who is that assistant anyway, you are the boss not 
him  
You are mentoring your assistant for a 
leadership position, you should be a good 
role model  
You want that music badly and you want it now  You don’t want to give him any excuse for 
any unethical behavior from his part  
All of the above  All of the above  
 
 
 
 
 
 
   
 84 
7) As IT manager you can monitor the computers, Internet access and the e-mails of 
500 employees for protection purposes. Would you read their private e-mails          
Yes  No  
Yes because No because 
With Information control, you have great power. Why 
not to use it?  
It is unethical, there is a privacy policy in 
the organization  
You are curious reading the love e-mails of that sexy 
blonde employee  
You shouldn’t abuse your power  
nobody can know what you are doing  You want to earn respect and build a 
productive work environment based on 
mutual trust  
All of the above  All of the above  
 
 
 
8) In your IT department, computer games are banned by top management 
regulation. You close an eye to your IT team, playing network games, after lunch 
time  Yes  No  
Yes because No because 
All need some fun time, hell with the regulation  It is unethical, working hours are business 
hours, not entertainment ones  
The management won’t know about it   Idle times are for research which can 
affect positively daily performance  
Even I will join them for a Counter Strike  You are creative to find fun times within 
the rules  
All of the above  All of the above  
 
 
 
 
9) The competitor of your company bribed you with big cash, if only you give them 
some information from within your company. Would you give in? Yes  No 
 
Yes because No because 
If I were in their place (top mgt) , I would have bribed 
the competition  too   
It is unethical  
If I don’t cease the opportunity, some other employee 
will get bribed at the end   
This is called “insider threat” case which 
can bankrupt businesses   
There in nothing unethical. This is a typical case of 
reward vis-à-vis some services  
You value organizational loyalty higher 
than any offer    
All of the above  All of the above  
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10) What if by your fault your computer was contaminated by abnormal pop-ups, 
would you tell the administration immediately? Yes  No  
Yes because No because 
It is unethical to hide such info  I’ll try to fix it myself first, after all the 
abnormal pop-us seems “innocent”  
The virus can be fatal to the system   What they will think of me?  
Your system network security is above your 
pride/fame  
keeping my job is priority at any cost  
All of the above  All of the above  
 
 
 
11) You are lying in bed, sick; your boss calls you at home and wants your IT 
administrative password, needing a file from your PC. Would you give it to him? 
Yes  No  
Yes because No because 
The password not provided, the business may suffer 
significantly  
It is against company policy to share 
passwords  
You don’t want to end up in the street. Don’t disobey 
your boss  
You can never be certain no one else is 
listening in on the call  
If security breaches happen, it is your boss’ 
responsibility   
You should never put the system at risk by 
revealing passwords, so you get to work 
even if sick   
All of the above  All of the above  
 
 
 
 
12) You are an IT audit of your best friends’ company. They have no back up system 
for their financial data. Would you report to the government ? Yes  No  
Yes because No because 
It may result in worse circumstances for the company 
 
Your friend promised you to fix this 
within a logical time frame  
You are risking your reputation as an IT audit  His business will perish from negative 
press  
It is unethical to lie to the government  At your cost, you can delay your report 
until he implement his promise  
All of the above  All of the above  
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13) Your boss asks you to hack on your competitor’s website to retrieve some 
information, without harming their system? Would you comply? Yes  No  
Yes because No because 
Utilizing technology to succeed in business wars is 
common practice  
This action border on illegal and unethical 
activity  
If you stay within the law of IT, you are not doing 
anything wrong  
You don’t want to needlessly put your 
company in danger   
You can be certain that your competitors are doing the 
same to your company  
You do your best to protect your system, 
and you treat others as you want them to 
treat you  
All of the above  All of the above  
 
 
14) You are logging onto your computer and your best friend and coworker is 
standing at your shoulder. Should you change your password? Yes  No  
Yes because No because 
He broke the company policy (turning the head in 
such cases)  
You cannot change the password every 
time there is a coworker at your desk  
He can use it for malicious purposes  You cannot certainly know if he saw the 
password  
You are protecting the company, so don’t act 
emotionally  
You cannot suspect your best friend  
All of the above  All of the above  
 
 
15) Do you think that unethical employees can affect negatively the bottom-line?   
Yes  No  
16) Do you think that undertaking technical security measures alone is the best 
solution to tame unethical employees? Yes  No  
17) Do you believe that “ethics education” of the employees will improve the bottom 
line profit?   Yes  No  
18) Do you believe that choosing moral people as employees (keeping all other 
criteria constant) will affect positively the bottom line   Yes  No  
 
Demographics: 
 
Age: ____ 
Gender: M / F 
Undergrad Major (emphasis): _____________ 
Name of Organization you work for (If Applicable):______________ 
Position (If Applicable): ______________ 
 
End of Survey. 
 
Thank you for your time. 
 
